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ATTENTION: This is not an order. Read all instructions, terms and conditions carefully.

RETURN ORIGINAL COPY OF PROPOSAL TO:

Proposal NO: NKU-32-20

Issue Date: March 24, 2020 ) .
Purchasing Officer: Blaine Gilmore Il;lorthern Kentuck?' University
Phone: 859.572.6449 rocurement Services

I Nunn Drive
617 Lucas Administrative Center
Highland Heights, KY 41099

IMPORTANT: BIDS MUST BE RECEIVED BY: 4/24/2020 BEFORE 2:00 P.M. HIGHLAND HEIGHTS, KY time.

2.
3.

4.

1.

NOTICE OF REQUIREMENTS

1. The University’s General Terms and Conditions and Instructions to Bidders, viewable at the NKU Procurement Website, apply to this Request

for Proposal.
Contracts resulting from this RFP must be governed by and in accordance with the laws of the Commonwealth of Kentucky.
Any agreement or collusion among Offerors or prospective Offerors, which restrains, tends to restrain, or is reasonably calculated to restrain
competition by agreement to bid at a fixed price or to refrain from offering, or otherwise, is prohibited.
Any person who violates any provisions of KRS 45A.325 shall be guilty of a felony and shall be punished by a fine of not less than five thousand
dollars nor more than ten thousand dollars, or be imprisoned not less than one year nor more than five years, or both such fine and imprisonment.
Any firm, corporation, or association who violates any of the provisions of KRS 45A.325 shall, upon conviction, may be fined not less than ten
thousand dollars or more than twenty thousand dollars.

AUTHENTICATION OF BID AND STATEMENT OF NON-COLLUSION AND NON-CONFLICT OF INTEREST

| hereby swear (or affirm) under the penalty for false swearing as provided by KRS 523.040:

That | am the offeror (if the offeror is an individual), a partner, (if the offeror is a partnership), or an officer or employee of the bidding corporation

having authority to sign on its behalf (if the offeror is a corporation);

That the attached proposal has been arrived at by the offeror independently and has been submitted without collusion with, and without any
agreement, understanding or planned common course of action with, any other Contractor of materials, supplies, equipment or services described
in the Request for Proposal, designed to limit independent bidding or competition;

That the contents of the proposal have not been communicated by the offeror or its employees or agents to any person not an employee or
agent of the offeror or its surety on any bond furnished with the proposal and will not be communicated to any such person prior to the official closing
of the RFP:

That the offeror is legally entitled to enter into contracts with the Northern Kentucky University and is not in violation of any prohibited conflict of
interest, including those prohibited by the provisions of KRS 45A.330 to .340, 164.390, and
That the Offeror, and its affiliates, are duly registered with the Kentucky Department of Revenue to collect and remit the sale and use tax imposed
by Chapter 139 to the extent required by Kentucky law and will remain registered for the duration of any contract award
That | have fully informed myself regarding the accuracy of the statement made above.

SWORN STATEMENT OF COMPLIANCE WITH FINANACE LAWS
In accordance with KRS45A.110 (2), the undersigned hereby swears under penalty of perjury that he/she has not knowingly violated any
provision of the campaign finance laws of the Commonwealth of Kentucky and that the award of a contract to a bidder will not violate any
provision of the campaign finance laws of the Commonwealth of Kentucky.
CONTRACTOR REPORT OF PRIOR VIOLATIONS OF KRS CHAPTERS 136, 139, 141, 337, 338, 341 & 342

The Contractor by signing and submitting a proposal agrees as required by 45A.485 to submit final determinations of any violations of the
provisions of KRS Chapters 136, 139, 141, 337, 338, 341 and 342 that have occurred in the previous five (5) years prior to the award of a
contract and agrees to remain in continuous compliance with the provisions of the statutes during the duration of any contract that may be
established. Final determinations of violations of these statutes must be provided to the University by the successful Contractor prior to the award
of a contract.

CERTIFICATION OF NON-SEGREGATED FACILITIES
The Contractor, by submitting a proposal, certifies that he/she is in compliance with the Code of Federal Regulations, No. 41 CFR 60-1.8(b) that
prohibits the maintaining of segregated facilities.

RECIPROCAL PREFERENCE

(1) Prior to a contract being awarded to the lowest responsible and responsive bidder on a contract by a public agency, a resident bidder of the
Commonwealth shall be given a preference against a nonresident bidder registered in any state that gives or requires a preference to bidders
from that state. The preference shall be equal to the preference given or required by the state of the nonresident bidder.
(2) A resident bidder is an individual, partnership, association, corporation, or other business entity that, on the date the contract is first advertised
or announced as available for bidding:

(a) Is authorized to transact business in the Commonwealth; and

(b) Has for one (1) year prior to and through the date of the advertisement, filed Kentucky corporate income taxes, made payments to the
Kentucky unemployment insurance fund established in KRS 341.490, and maintained a Kentucky workers' compensation policy in effect.
(3) A nonresident bidder is an individual, partnership, association, corporation, or other business entity that does not meet the requirements of
subsection (2) of this section.
(4) If a procurement determination results in a tie between a resident bidder and a nonresident bidder, preference shall be given to the resident
bidder.
(5) This section shall apply to all contracts funded or controlled in whole or in part by a public agency.
(6) The Finance and Administration Cabinet shall maintain a list of states that give to or require a preference for their own resident bidders,
including details of the preference given to such bidders, to be used by public agencies in determining resident bidder preferences. The cabinet
shall also promulgate administrative regulations in accordance with KRS Chapter 13A establishing the procedure by which the preferences
required by this section shall be given.
(7) The preference for resident bidders shall not be given if the preference conflicts with federal law.
(8) Any public agency soliciting or advertising for bids for contracts shall make KRS 45A.490 to 45A.494 part of the solicitation or advertisement
for bids



https://inside.nku.edu/procurement/policies/terms-and-conditions.html

< ! | NORTHERN
N KENTUCKY SECURITY NETWORK INTRUSION / PREVENTION SYSTEM

UNIVERSITY

NKU-32-20

DEFINITIONS

As used in KRS 45A.490 to 45A.494: (1) "Contract” means any agreement of a public agency, including grants and orders, for the purchase or disposal
of supplies, services, construction, or any other item; and

(2) "Public agency" has the same meaning as in KRS 61.805.

SIGNATURE REQUIRED: This proposal cannot be considered valid unless signed and dated by an authorized agent of the offeror. Type or print the
signatory's name, title, address, phone number and fax number in the spaces provided. Offers signed by an agent are to be accompanied by evidence
of his/her authority unless such evidence has been previously furnished to the issuing office. Your signature is acceptance to the Terms and conditions

above.
DELIVERY TIME: NAME OF COMPANY: DUNS #
PROPOSAL FIRM THROUGH: ADDRESS: Phone/Fax:
PAYMENT TERMS: CITY, STATE & ZIP CODE: E-MAIL:
SHIPPING TERMS: F.0.B.DESTINATION - |[FEDERAL EMPLOYERID NO.: WEB ADDRESS:
PREPAID AND ALLOWED

READ CAREFULLY - SIGN IN SPACE BELOW - FAILURE TO SIGN INVALIDATES BID or OFFER

AUTHORIZED SIGNATURE:

NAME (Please Print Legibly):

TITLE: DATE:
sk % 5k 5k %k 5k % ok 5k % 5k % %k ok % ok sk %k 5k %k ok sk ok 5k % ok sk %k ok 3k ok 5k %k 5k 3k ok 5k 3 5k 3k 5k 5k 3 5k % ok 5k 3 5k 3k % 5k % %k 3k %k %k %k %k 5k %k %k % %k >k %k 5k % %k >k %k *k k Kk kk ok
State of )
County of )
The foregoing statement was sworn to me this day of , 20 , by

(Notary Public)
My Commission expires:

THIS DOCUMENT MUST BE NOTORIZED
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DEFINITIONS

The term "addenda" means written or graphic instructions issued by the Northern Kentucky
University prior to the receipt of proposals that modify or interpret the RFP documents by additions,
deletions, clarifications and/or corrections.

The term "competitive negotiations" means the method authorized in the Kentucky Revised
Statutes, Chapter 45A.085.

The terms "offer" or “proposal” mean the offeror’s/offerors’ response to this RFP.
The term "offeror" means the entity or contractor group submitting the proposal.
The term "contractor" means the entity receiving a contract award.

The term "purchasing agent" means Northern Kentucky University appointed contracting
representative.

The term "responsible offeror" means a person, company or corporation that has the capability in all
respects to perform fully the contract requirements and the integrity and reliability that will assure
good faith performance. In determining whether an offeror is responsible, the University may
evaluate various factors including (but not limited to): financial resources; experience; organization;
technical qualifications; available resources; record of performance; integrity; judgment; ability to
perform successfully under the terms and conditions of the contract; adversarial relationship
between the offeror and the University that is so serious and compelling that it may negatively
impact the work performed under this RFP; or any other cause determined to be so serious and
compelling as to affect the responsibility of the offeror.

The term "solicitation" means RFP.

The term "University" means Northern Kentucky University.
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GENERAL OVERVIEW

Intent and Scope

Northern Kentucky University is seeking proposals from qualified, experienced, and reputable firms
to provide and support a comprehensive, Network Intrusion Detection / Intrusion Prevention System
(NIDPS) as a managed service, a technical product, or a combination of both. The tools and/or
services must provide appropriate and competent detection, information gathering, logging,
correlation, and notification capabilities for network-based intrusions. The technical and
administrative requirements are listed herein.

The objective of this selection process is to provide a uniform methodology for Northern Kentucky
University to procure an intrusion detection/prevention system commiserate with NKU’s current and
future information security, privacy, and compliance needs. Members of the selection committee
are asked to fairly evaluate all responses and to compare each team’s qualifications with the project
requirements. Selections will be determined through the unbiased and independent interaction of
the members of the committee. Therefore, it is in your firm’s best interest to be specifically
responsive to the requirements of this solicitation.

Respondents shall be limited to one proposal per respondent per project. For the purposes herein,
a “respondent” means the legal entity which responds to an RFP. Multiple respondent proposals
per project will all be deemed as being non-responsive. By submitting qualifications, the respondent
represents that it has thoroughly examined and become familiar with the work required under this
RFP and that it is capable of performing quality work to achieve the university’s objectives. Note:
Sub-consultants can be a member of more than one team.

Background Information

As state-level institutions become more frequently targeted for cyber security attack, NKU
recognizes the need to expand cyber security intelligence insight into network traffic and devices.
NKU seeks to find a SIEM services-oriented solution with whom to partner to identify security and
compliance issues that can be remediated by onsite NKU staff.

University Information

Additional information regarding Northern Kentucky University can be found at
https://inside.nku.edu/

PROPOSAL REQUIREMENTS

Key Event Dates

Release of RFP 3/24/2020

Pre-Proposal Conference (Optional) | n/a

Deadline for Written Questions Noon Eastern Time on 4/6/2020
RFP Proposals Due 2 p.m. Eastern Time on 4/24/2020
Contract Award* TBD
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3.2 Offeror Communication

To ensure that RFP documentation and subsequent information (modifications, clarifications,
addenda, Written Questions and Answers, etc.) are directed to the appropriate persons within the
offeror’s firm, each offeror who intends to participate in this RFP is to provide the following
information to the purchasing officer. Prompt, thorough compliance is in the best interest of the
offeror. Failure to comply may result in incomplete or delayed communication of addenda or other
vital information. Contact information is the responsibility of the offeror. Without the prompt
information, any communication shortfall shall reside with the offeror.

e Name of primary contact

e Mailing address of primary contact

e Telephone number of primary contact

e Fax number of primary contact

e E-mail address of primary contact

¢ Additional contact persons with same information provided as primary contact

This information shall be transmitted via fax or e-mail to:

Ryan Straus

Coordinator

Northern Kentucky University
617 Lucas Administrative Center
Highland Heights, KY 41099
Phone: 859-572-6605

Fax: 859-572-6995

E-mail: strausr2@nku.edu

All communication with the University regarding this RFP shall only be directed to the purchasing
agent listed above.

3.3 Pre-Proposal Conference

There will be no pre-proposal conference for this RFP.

34 Offeror Presentations

All offerors whose proposals are judged acceptable for award may be asked to make a presentation
to the evaluation committee.

3.5 Preparation of Offers

The offeror is expected to follow all specifications, terms, conditions and instructions in this RFP.
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The offeror will furnish all information required by this solicitation.

Proposals should be prepared simply and economically, providing a description of the offeror’s
capabilities to satisfy the requirements of the solicitation. Emphasis should be on completeness and
clarity of content. All documentation submitted with the proposal should be bound in the single
volume except as otherwise specified.

An electronic version of the RFP, in .PDF format only, is available through Northern Kentucky
University’s Plan Room at https://www.nkuplanroom.com/purchasing/View/Login.

Proposal Submission and Deadline

Submit one (1) copy on an electronic storage device (CD or USB) and one (1) printed original copy
of the proposal clearly marked with the proposal number and name, firm name and what is included
(Proposal) in a single package and addressed to:

Blaine Gilmore

Director, Procurement Services

Lucas Administrative Center, Suite 617
1 Nunn Drive

Northern Kentucky University
Highland Heights, KY 41099

Note: Proposals received after the closing date and time will not be considered. In addition,
proposals received via fax or e-mail are not acceptable.

Northern Kentucky University accepts deliveries of RFPs Monday through Friday from 8 a.m.
to 4:30 p.m. Eastern Standard time. However, RFPs must be received by 2 p.m. Eastern
Standard time on the date specified on the RFP in order to be considered.

Proposals shall be enclosed in sealed envelopes to the above referenced address and shall show
on the face of the envelope: the closing time and date specified, the solicitation number and the
name and address of the offeror.

Note: In accordance with the Kentucky Revised Statute 45A.085, there will be no public opening.

Modification or Withdrawal of Offer

An offer and/or modification of offer received at the office designated in the solicitation after the
exact hour and date specified for receipt will not be considered.

An offer may be modified or withdrawn by written notice before the exact hour and date specified for
receipt of offers. An offer also may be withdrawn in person by an offeror or an authorized
representative, provided the identity of the person is made known and the person signs a receipt for
the offer, but only if the withdrawal is made prior to the exact hour and date set for receipt of offers.
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Acceptance or Rejection and Award of Proposal

The University reserves the right to accept or reject any or all proposals (or parts of proposals), to
waive any informalities or technicalities, to clarify any ambiguities in proposals and (unless
otherwise specified) to accept any item in the proposal. In case of error in extension or prices or
other errors in calculation, the unit price shall govern. Further, the University reserves the right to
make a single award, split awards, multiple awards or no award, whichever is in the best interest of
the University.

Rejection
Grounds for the rejection of proposals include (but shall not be limited to):
¢ Failure of a proposal to conform to the essential requirements of the RFP.
¢ Imposition of conditions that would significantly modify the terms and conditions of the
solicitation or limit the offeror’s liability to the University on the contract awarded on the basis

of such solicitation.

e Failure of the offeror to sign the University RFP. This includes the Authentication of Proposal
and Statement of Non-Collusion and Non-Conflict of Interest statements.

¢ Receipt of proposal after the closing date and time specified in the RFP.
Addenda
Any addenda or instructions issued by the purchasing agent prior to the time for receiving proposals
shall become a part of this RFP. Such addenda shall be acknowledged in the proposal. No

instructions or changes shall be binding unless documented by a proper and duly issued
addendum.

Disclosure of Offeror’s Response

The RFP specifies the format, required information and general content of proposals submitted in
response to this RFP. The purchasing agent will not disclose any portions of the proposals prior to
contract award to anyone outside the Office of Procurement Services, the University’s
administrative staff, representatives of the state or federal government (if required) and the
members of the committee evaluating the proposals. After a contract is awarded in whole or in part,
the University shall have the right to duplicate, use or disclose all proposal data submitted by
offerors in response to this RFP as a matter of public record.

Any submitted proposal shall remain valid for 90 days after the proposal due date.

Restrictions on Communications with University Staff

From the issue date of this RFP until a contractor is selected and a contract award is made, offerors
are not allowed to communicate about the subject of the RFP with any University administrator,
faculty, staff or members of the board of regents except: the purchasing agent representative, any
University purchasing official representing the University administration, others authorized in writing
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by the Office of Procurement Services and University representatives during offeror presentations.
If violation of this provision occurs, the University reserves the right to reject the offeror’s proposal.

Cost of Preparing Proposal

Costs for developing the proposals and any subsequent activities prior to contract award are solely
the responsibility of the offerors. The University will provide no reimbursement for such costs.

Disposition of Proposals

All proposals become the property of the University. The successful proposal will be incorporated
into the resulting contract by reference.

Alternate Proposals

Offerors may submit alternate proposals. If more than one proposal is submitted, all must be
complete (separate) and comply with the instructions set forth within this document. Each proposal
will be evaluated on its own merits.

Questions

All questions should be submitted by either fax or e-mail to the purchasing agent listed in Section

3.2 no later than the date listed in Section 3.1.

Section Titles in the RFP

Section titles used herein are for the purpose of facilitating ease of reference only and shall not be
construed to infer the construction of contractual language.

No Contingent Fees

No person or selling agency shall be employed or retained or given anything of monetary value to
solicit or secure this contract, except bona fide employees of the offeror or bona fide established
commercial or selling agencies maintained by the offeror for the purpose of securing business. For
breach or violation of this provision, the University shall have the right to reject the proposal, annul
the contract without liability, or, at its discretion, deduct from the contract price or otherwise recover
the full amount of such commission, percentage, brokerage or contingent fee or other benefit.

Proposal Addenda and Rules for Withdrawal

Prior to the date specified for receipt of offers, a submitted proposal may be withdrawn by
submitting a written request for its withdrawal to the University purchasing office, signed by the
offeror. Unless requested by the University, the University will not accept revisions or alterations to
proposals after the proposal due date.
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PROPOSAL FORMAT AND CONTENT

Proposal Information and Criteria

The following list specifies the items to be addressed in the proposal. Offerors should read it
carefully and address it completely and in the order listed to facilitate the University’s review of the
proposal.

Proposals shall be organized into the sections identified below. The content of each section is
detailed in the following pages. It is strongly suggested that offerors use the same numbers for the
following content that are used in the RFP.

¢ Table of Contents

¢ Signed Authentication of Proposal and Statement of Non-Collusion and Non-Conflict of
Interest Form

e Executive Summary and Proposal Overview

e Proposal

¢ Addenda Acknowledgement (if applicable)

Signed Authentication of Proposal and Statements of Non-Collusion and Non-Conflict of
Interest Form

The Offeror will sign and return the proposal cover sheet and print or type their name, firm, address,
telephone number and date. The person signing the offer must initial erasures or other changes. An
offer signed by an agent is to be accompanied by evidence of their authority unless such evidence
has been previously furnished to the purchasing agency. The signer shall further certify that the
proposal is made without collusion with any other person, persons, company or parties submitting a
proposal; that it is in all respects fair and in good faith without collusion or fraud; and that the signer
is authorized to bind the principal offeror.

Non-Collusion and Non-Conflict of Interest form is attached to this RFP.

Executive Summary and Proposal Overview

The Executive Summary and Proposal Overview shall condense and highlight the contents of the
technical proposal in such a way as to provide the evaluation committee with a broad understanding
of the entire proposal.

Project Scope

Northern Kentucky University’s (NKU’s) Department of Information Security in the Office of
Information Technology is accepting proposals for Network Intrusion Detection / Intrusion
Prevention System (NIDPS) managed services or products This project includes all of the
equipment, licensing, implementation services, and training/documentation necessary to provide a
comprehensive solution (including application software, licensed modules,

10
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appliances/sensors/analyzers, managed detect and response services, and/or managed security
services provider) to monitor and analyze traffic on multiple networks and meet the capacity and
functional requirements outlined in this document.

Bidders should:

¢ |dentify and recommend an appropriate Network Intrusion Detection / Intrusion Prevention
solution that fits the requirements contained herein, and allow for scalability to account for future
growth

e Supply, configure, install, and validate the solution including any hardware and application

interfaces during implementation. This may include on site hardware and software installation

and setup

Provision all warranties and technical support services

Provide detailed acquisition costs and ongoing operational costs at an annualized rate

Provide operational training and access to NKU Information Security staff

Provide relevant operational, procedural, administrative and or end user documentation in

electronic format to NKU Information Security staff

Northern Kentucky University expects the selected solution will be functional and integrated into the
current NKU technical architecture once the provider completes implementation. The provider must
provide sufficient operational training for up to four (4) NKU Information Security employees to
ensure proper service and response handling. NKU will review and provide written sign-off for
acceptance once the implementation is agreed to and verified as successfully completed by NKU
and the provider / vendor.

Implementation Timeframe Requirements

The service provider / vendor must be able to start the implementation in April or May 2020 and
complete implementation by no later than June 1, 2020. The implementation must include an initial
tuning event during product or service implementation to minimize false-positive results. All
implementation work must be completed no later than June 2020 without exception.

Technical Architectural Overview
Northern Kentucky has two campuses, one located in Highland Heights, Kentucky and the other in
Williamstown, Kentucky. This request will focus primarily on the Highland Heights (main) campus.

Northern Kentucky University’s technology environment comprises several thousand managed and
unmanaged end points at any given point in time. NKU uses Cisco products for network service
delivery and perimeter security. NKU uses Microsoft Office 365 as the standard office,
communication, and collaboration tools issued to users. The end user environment is a mixture of
Windows and Macintosh PCs for faculty and staff, which are joined to an Active Directory Federated
Services (ADFS) directory system.

End Point Devices

Faculty and Staff offices are supplied with personal computers for employees to carry out the
academic and administrative business of the University. There are approximately two-thousand five
hundred (2,500), Active Directory domain-managed end points used in the course of University
business.

11
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As a public higher education institution, there are many “bring your own device” (BYOD)
unmanaged end points operating on the NKU data network. Students and guests of the University
often bring laptop computers, tablets, games/gaming consoles, and smart phones and connect to
various networks wirelessly or through wired ethernet connections. These devices are not attached
to the ADFS directory system. The number of devices attached to the data network at any given
time fluctuate. Students and University guests account for approximately twelve thousand (12,000)
BYOD users of the campus population. Students are provided with AD controlled access to
perform academic activities such as communication, collaboration, instruction, research and
laboratory work.

There are several labs, public/study locations, and presentation rooms with a mixture of Windows
and Macintosh PCs. NKU uses Crestron systems for classroom and lab presentation / media
controls.

There are also non-PC based, network attached equipment used across campus for various
academic and administrative purposes. This ranges from printers, to digital signs, to scientific
equipment, to manufacturing equipment, to vending machines, to HVAC/BMS equipment, to loT
devices. Some devices are attached directly to the NKU network, some are attached through a PC
acting as a controller, and some are stand-alone unattached devices.

Network

The NKU network is broken down into 5 primary logical networks:

¢ Faculty/Staff network: VLAN for general faculty/staff usage, considered part of the main
campus network

e Student Lab network: VLAN for academic labs used for teaching or general purpose computer
usage, considered part of the main campus network

e Dorm network: Firewalled and separate from the main campus network, used for on-campus,
housed students

o DMZ: Used for secure, public facing University operational activities
Other secured networks: These include secured segments for servers, PCl compliance
devices, and other high-security operational requirements such as HVAC, printing, vending, and
secured physical area access

Network traffic consists of TCP/UDP protocol traffic. IPX/SPX traffic may exist, but is not used for
any University academic or administrative functions and is not considered in-scope for this
implementation

The wireless network allows for authenticated, encrypted connections; however, there is also an
open, unencrypted wireless network available for guest use at most locations around the main
campus

NKU uses TLS 1.2 is the standard in-transit encryption method for central University online
transactions, but allows general encrypted traffic to SSL 3.0 for academic and non-critical University
business.

Redundant, diverse Internet circuits connect the main campus at 2.3 Gb bandwidth

12
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Servers and Storage

NKU operates over three hundred fifty (350) virtual and physical servers at any point in time. This
includes a mixture of Windows Server, Linux, and AlIX servers. This includes Windows 2008, 2016,
and 2019, CentOS/Red Hat servers. Most of these servers are on-premise, housed in the secure
Datacenter located at the Highland Heights, KY campus. SAN and NAS architectures are used for
local and user storage while users are on campus. FERPA, HIPAA, GDPR and high security
classified data is stored on encrypted at rest storage locally. Users are also encouraged to use
Microsoft’'s OneDrive and Teams for storage and collaboration requirements

Telecommunications
Telecommunications are handled primarily through on-premise Cisco VOIP services, with a small
selection of analog phone devices throughout campus

Other

NKU uses Splunk for syslog, log aggregation, and analysis. NKU is also implementing Cisco’s ISE
for various management roles. Security cameras are located strategically throughout the main
campus, on their own separate VLAN. The University does not use proxy filters for inbound or
outbound network data traffic

On-premise SAP is used for HR, Finance and Student Lifecycle Management systems. These
databases and applications reside on AlX servers, and will be a significant part of the SIEM scope

Off-site Canvas is the University’s cloud-based Learning Management System

Main campus uses Adobe Experience Cloud, Apache, and Microsoft .NET for most public web
services

Central NKU IT uses Microsoft SQL and DB2 for primary databases

Product / Service Scope

Currently, networking intrusion monitoring and traffic management is conducted manually or semi-
automated, for a selection of specific infrastructure services. The goal of this NIDPS
implementation is to expand the analysis of data network traffic monitoring capabilities, gain
valuable insight into usage, to identify security issues to remediate. The solution must provide
appropriate and competent detection, information gathering, logging, correlation, and notification
capabilities for network-based intrusions and/or perform network behavior analysis (NBA).

This implementation will target monitoring four (4) primary networks:

e Faculty/staff network

e DMZ network

e Up to two additional secure internal network zones

Sensor count and placement will depend on the service or product offering. Sensors should be up
to 10GbE fibre and/or copper capable. Sensors are expected to be placed on port mirrors / port
spans or network taps, but should be capable to be placed in-line. Sensors will be deployed on the
secure side of the firewalls.

The NIDPS solution should provide a scalable, flexible platform to allow for growth and changes to

accommodate the risk profile as technology usage evolves. The service should be able to identify
significant events in the network and categorize them based on signature, behavioral, and/or
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anomaly based analysis. The solution should interface seamlessly with Cisco, Microsoft, VMWare,
Apple, and IBM-AIX based systems.

The proposed solution must:

Provide or utilize COTS (commercial off-the-shelf) NIDPS products in the solution. The

technical solutions included in the service should have a commercially or field-proven

operational history. Solutions should not be based on open source/no-support or community-

only supported products.

Provide configurable intrusion detection and prevention capabilities

Provide broad and accurate detection capabilities through multiple detection methodologies,

including but not limited to signature-based, behavior-based, and anomaly-based detection

Provide real-time monitoring of network traffic or traffic flows and create extensive and verbose

logs of recorded information

Provide 24x7 monitoring and response to incidents, activities, and critical events

Provide competent and comprehensive detection of security events and/or malicious activities

Be capable to provide a minimum of 30 days for verbose logging. Allow for customized log

retention, stored in multiple locations such as locally, to centralized syslog servers, on-premise

or cloud-based SIEM solutions, and other Enterprise Management solutions

Integrate and interface with Microsoft Active Directory Federated Services, Microsoft SCCM,

Azure AD, Azure, Amazon AWS, JAMF, and VMWare ESX products

Provide the following intrusion prevention capabilities:

o Ability to stop the attack through inline and passive methods

e Ability to change the security environment or controls, such as a firewall, router, or switch, or
run scripts as necessary to custom fit the NKU environment, without excessive overhead,
cost, or hardship. Solution should be multiple rules capable. Handling complex or nested
rules is desirable

e Ability to change the attacker’s network content

Capable of interfacing with Microsoft Active Directory Federated System (ADFS) and Cisco

6509/Nexus/Meraki/ISE servers, routers, and switches devices

Provide false positive false negative tuning capabilities

Provide multiple blacklisting / whitelisting capabilities including but not limited to filtering on

hosts, protocols, TCP/UDP port number, ICMP types and codes, applications, usernames,

URLS, file names or file extensions

Provide data correlation capabilities

Allow for customized alerts and alert types

Compensation capabilities for common evasion techniques and technology

Alert on suspicious file transfers

Identify multiple types of reconnaissance attacks, correlated to attack behaviors

Identify unexpected application services

Identify security policy issues

Provide access for onsite NKU Information Security personnel to fulfill alerting, remediation, and

related job functions. The solution should allow for up to 10 simultaneous NKU user access

Allow for role-based access for NKU remote users to fulfil different job roles

Allow for system management capabilities

Provide reporting and/or dashboards for operational status, performance, security, audit,

compliance, and other key metrics. Allow for customer-defined metrics and reporting

Provide advanced searching capabilities

Allow for network-based hardware / appliance / device sensors or analyzers
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Allow for port mirroring / SPANing / TAPS

Provide automatic “fail open” capabilities if sensors or devices are placed inline

IPv4 and IPv6 support

Provide relevant warranties and technical support services throughout the engagement
Allow for encrypted and non-encrypted network traffic without special configuration
Provide three (3) references that currently or recently used the bidder’s IDPS products or
services. Academic or higher education environments are preferred, but not mandatory
Have a life expectancy / service life of at least 3 years before replacement or significant

upgrade, given a current estimated < 20% change in user, network, and server capacity year

over year

If solution will be provided as managed services; in addition to the above requirements, the

service provider must also:

e Maintain an ongoing false-positive management plan, and provide ongoing tuning
capabilities without additional cost or hardship

e Reside NKU data within the United States of America and not be housed/replicated beyond

U.S. borders

e Allow for periodic true-up reviews for contractual obligations and modifications without
hardship or cost. This is to ensure the IDPS solution services meet or exceed service
delivery and to properly account for changes in the NKU environment

e Provide a resilient and secure service operational environment that includes redundant

supporting infrastructure, tested backup and disaster recovery plans, secure compute and

storage management, an operational, comprehensive Information Security Plan, and

stringent employee hiring practices. This includes protecting NKU data through at rest, in
transit, and in process and ensuring solution is updated and patched in a timely fashion.
NKU must receive a copy of the selected provider’'s annual SOC 2 Type 1 or 2, or SOC 3

report and any accompanying bridge letters to ensure maintenance of these controls

e Provide service terms in the shortest possible contractual intervals. Renewable, annual
terms are preferred, but not mandatory. No contractual obligations in a bidder’s proposal
should exceed three (3) year, renewable term lengths. Bidders are encouraged to clearly

represent cost savings in multi-year commitments in their proposals.

Additional Technical Reference Information

Item Number
Max Networked Users: 12000
Employees 2500
Students Enrolled 14000
Students / Guests on Campus, daily estimate 8000
Estimated knowledge worker (Requires InfoSec 1500
Protection)

Average Device per User 2
Active Directory Domains 1

AD Accounts 118,000
Domain Controllers 7
Endpoints (Counting Labs) 4000
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Endpoints (Not Counting Labs) 2500
Server endpoints 70
Linux servers 18%
MS Application Server Various
Web Servers Load balanced
Database Servers Various
Centralized Log Servers / Syslog 1
LDAP MS AD, S/LDAP
AntiVirus Microsoft ATP / Defender
EDR Microsoft ATP
Software deployment SCCM, AD GPO
(Windows), JAMF
(Macintosh)
DHCP Services 2
DNS services 4 (internal & external,
failover config)
Firewalls 2 (failover config)
Switches 800 physical / 230 in
stacks
Routers 17 (failover config)
WAPs 2100
VPN controllers 2 (active/passive)
Wireless Access Controllers 2 (active/passive)
Number of private subnets 1

Value-Added Capabilities

Additional Sensor Information Gathering Capabilities
Sensors gather and log useful information such as host identification, operating systems,
applications, and additional network characteristics

Stateful Protocol Analysis
The IDPS solution may allow for Stateful Protocol Analysis, but it is a non-preferred detection
method for the NKU network environment
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5.0 EVALUATION CRITERIA PROCESS

A committee of University officials will evaluate proposals and make a recommendation to the
purchasing agent. The evaluation will be based upon the information provided in the proposal,
additional information requested by the University for clarification, information obtained from
references and independent sources and oral presentations (if requested).

Proposals will be evaluated strictly in accordance with the requirements set forth in this solicitation,
including any addenda that are issued. The University will award the contract to the responsible
offeror whose proposal is determined to be the most advantageous to the University, taking into
consideration the evaluation factors set forth in this RFP.

The evaluation of proposals will include consideration of responses to the list of criteria in Section
4.0. Offerors must specifically address all criteria in their response.

The University will evaluate proposals as submitted and may not notify offerors of deficiencies in
their responses.

A proposal may be rejected if it is conditional or incomplete in the judgment of the University.

A. Evaluation Criteria
The detailed specifications and special terms and conditions describe those items considered essential for a
comprehensive agreement, while allowing proposers sufficient latitude to make comprehensive and creative

proposals to the University.

Award will be made to the proposer whose proposal, in the sole opinion of the University, represents the best overall
interests of the University, considering but not limited to the following:

# | Criterion Description Scoring Weight Scoring Measurement
1 = Optional/Benefit 0 = Does Not Meet Requirement
2 = Minimum Requirement 1-10 = Partially Meets Requirement

3 = Critical/lmportant Requirement 11-20 = Fully Meets Requirement
21-30 = Exceeds Requirement

1 | Pricing, contract terms and service 3
structure

2 | Implementation and initial tuning 3
timeframe and requirements

3 | Service, capabilities, and ease of 3
solution for NKU staff to support

4 | Operational requirements 2

5 | Maintain acceptable data logging, 2
governance, and compliance
requirements

6 | Reference Check 2
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SPECIAL CONDITIONS

Contract Term

TBD
Effective Date
The effective date of the contract shall be the date upon which the parties execute it and all

appropriate approvals, including that of the Commonwealth of Kentucky Government Contracts
Review Committee, have been received.

Competitive Negotiation

It is the intent of the RFP to enter into competitive negotiation as authorized by KRS 45A.085.

The University will review all proposals properly submitted. However, the University reserves the
right to request necessary modifications, reject all proposals, reject any proposal that does not meet
mandatory requirement(s) or cancel this RFP, according to the best interests of the University.

Offeror(s) selected to participate in negotiations may be given an opportunity to submit a Best and
Final Offer to the purchasing agent. All information-received prior to the cut-off time will be
considered part of the offeror’s Best and Final Offer.

The University also reserves the right to waive minor technicalities or irregularities in proposals
providing such action is in the best interest of the University. Such waiver shall in no way modify the
RFP requirements or excuse the offeror from full compliance with the RFP specifications and other
contract requirements if the offeror is awarded the contract.

Appearance Before Committee

Any, all or no offerors may be requested to appear before the evaluation committee to explain their
proposal and/or to respond to questions from the committee concerning the proposal. Offerors are
prohibited from electronically recording these meetings. The committee reserves the right to request
additional information.

Additions, Deletions or Contract Changes

The University reserves the right to add, delete, or change related items or services to the contract
established from this RFP. No modification or change of any provision in the resulting contract shall
be made unless such modification is mutually agreed to in writing by the contractor and the
Purchasing agent and incorporated as a written modification to the contract. Memoranda of
understanding and correspondence shall not be interpreted as a modification to the contract.
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Contractor Cooperation in Related Efforts

The University reserves the right to undertake or award other contracts for additional or related
work to other entities. The contractor shall fully cooperate with such other contractors and
University employees and carefully fit its work to such additional work. The contractor shall not
commit or permit any act which will interfere with the performance of work by any other contractor
or by University employees. This clause shall be included in the contracts of all contractors with
whom this contractor will be required to cooperate. The University shall equitably enforce this
clause to all contractors to prevent the imposition of unreasonable burdens on any contractor.

Entire Agreement

The RFP shall be incorporated into any resulting contract. The resulting contract, including the RFP
and those portions of the offeror’s response accepted by the University, shall be the entire
agreement between the parties.

Governing Law

The contractor shall conform to and observe all laws, ordinances, rules and regulations of the
United States of America, Commonwealth of Kentucky and all other local governments, public
authorities, boards or offices relating to the property or the improvements upon same (or the use
thereof) and will not permit the same to be used for any illegal or immoral purposes, business or
occupation. The resulting contract shall be governed by Kentucky law and any claim relating to this
contract shall only be brought in the Franklin Circuit Court in accordance with KRS 45A.245.

Kentucky’s Personal Information Security and Breach Investigation Procedures and
Practices Act

To the extent Company receives Personal Information as defined by and in accordance with
Kentucky’s Personal Information Security and Breach Investigation Procedures and Practices Act,
KRS 61.931, 61.932 and 61.933 (the “Act”), Company shall secure and protect the Personal
Information by, without limitation: (i) complying with all requirements applicable to non-affiliated third
parties set forth in the Act; (ii) utilizing security and breach investigation procedures that are
appropriate to the nature of the Personal Information disclosed, at least as stringent as University’s
and reasonably designed to protect the Personal Information from unauthorized access, use,
modification, disclosure, manipulation, or destruction; (iii) notifying University of a security breach
relating to Personal Information in the possession of Company or its agents or subcontractors within
seventy-two (72) hours of discovery of an actual or suspected breach unless the exception set forth
in KRS 61.932(2)(b)2 applies and Company abides by the requirements set forth in that exception;
(iv) cooperating with University in complying with the response, mitigation, correction, investigation,
and notification requirements of the Act, (v) paying all costs of notification, investigation and
mitigation in the event of a security breach of Personal Information suffered by Company; and (vi) at
University’s discretion and direction, handling all administrative functions associated with
notification, investigation and mitigation.
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Termination for Convenience

Northern Kentucky University, Office of Procurement Services, reserves the right to terminate the
resulting contract without cause with a thirty (30) day written notice. Upon receipt by the contractor
of a “notice of termination,” the contractor shall discontinue all services with respect to the
applicable contract. The cost of any agreed upon services provided by the contractor will be
calculated at the agreed upon rate prior to a “notice of termination” and a fixed fee contract will be
pro-rated (as appropriate).

Termination for Non-Performance

Default

The University may terminate the resulting contract for non-performance, as determined by the
University, for such causes as:

¢ Failing to provide satisfactory quality of service, including, failure to maintain adequate
personnel, whether arising from labor disputes, or otherwise any substantial change in
ownership or proprietorship of the Contractor, which in the opinion of the University is not in its
best interest, or failure to comply with the terms of this contract;

¢ Failing to keep or perform, within the time period set forth herein, or violation of, any of the
covenants, conditions, provisions or agreements herein contained;

¢ Adjudicating as a voluntarily bankrupt, making a transfer in fraud of its creditors, filing a petition
under any section from time to time, or under any similar law or statute of the United States or
any state thereof, or if an order for relief shall be entered against the Contractor in any
proceeding filed by or against contractor thereunder. In the event of any such involuntary
bankruptcy proceeding being instituted against the Contractor, the fact of such an involuntary
petition being filed shall not be considered an event of default until sixty (60) days after filing of
said petition in order that Contractor might during that sixty (60) day period have the opportunity
to seek dismissal of the involuntary petition or otherwise cure said potential default; or

e Making a general assignment for the benefit of its creditors, or taking the benefit of any
insolvency act, or if a permanent receiver or trustee in bankruptcy shall be appointed for the
Contractor.

Demand for Assurances

In the event the University has reason to believe Contractor will be unable to perform under the
Contract, it may make a demand for reasonable assurances that Contractor will be able to timely
perform all obligations under the Contract. If Contractor is unable to provide such adequate
assurances, then such failure shall be an event of default and grounds for termination of the
Contract.

Notification
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The University will provide ten (10) calendar days written notice of default. Unless arrangements
are made to correct the non-performance issues to the University’s satisfaction within ten (10)
calendar days, the University may terminate the contract by giving forty-five (45) days notice, by
registered or certified mail, of its intent to cancel this contract.

Funding Out

The University may terminate this contract if funds are not appropriated or are not otherwise
available for the purpose of making payments without incurring any obligation for payment after the
date of termination, regardless of the terms of the contract. The University shall provide the
contractor thirty (30) calendar days’ written notice of termination under this provision.

Prime Contractor Responsibility

Any contracts that may result from the RFP shall specify that the contractor(s) is/are solely
responsible for fulfillment of the contract with the University.

Assignment and Subcontracting

The Contractor(s) may not assign or delegate its rights and obligations under any contract in whole
or in part without the prior written consent of the University. Any attempted assignment or
subcontracting shall be void.

Permits, Licenses, Taxes

The contractor shall procure all necessary permits and licenses and abide by all applicable laws,
regulations and ordinances of all federal, state and local governments in which work under this
contract is performed.

The contractor must furnish certification of authority to conduct business in the Commonwealth of
Kentucky as a condition of contract award. Such registration is obtained from the Secretary of
State, who will also provide the certification thereof. However, the contractor need not be registered
as a prerequisite for responding to the RFP.

The contractor shall pay any sales, use, personal property and other tax arising out of this contract
and the transaction contemplated hereby. Any other taxes levied upon this contract, the transaction
or the equipment or services delivered pursuant hereto shall be the responsibility of the contractor.

The contractor will be required to accept liability for payment of all payroll taxes or deductions

required by local and federal law including (but not limited to) old age pension, social security or
annuities.

Attorneys’ Fees

In the event that either party deems it necessary to take legal action to enforce any provision of the
contract and in the event that the University prevails, the contractor agrees to pay all expenses of
such action including attorneys' fees and costs at all stages of litigation.
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Royalties, Patents, Copyrights and Trademarks

The Contractor shall pay all applicable royalties and license fees. If a particular process, products
or device is specified in the contract documents and it is known to be subject to patent rights or
copyrights, the existence of such rights shall be disclosed in the contract documents and the
Contractor is responsible for payment of all associated royalties. To the fullest extent permitted by
law the Contractor shall indemnify, hold the University harmless, and defend all suits, claims,
losses, damages or liability resulting from any infringement of patent, copyright, and trademark
rights resulting from the incorporation in the Work or device specified in the Contract Documents.

Unless provided otherwise in the contract, the Contractor shall not use the University’s name nor
any of its trademarks or copyrights, although it may state that it has a Contract with the University.

Indemnification

The contractor shall indemnify, hold and save harmless the University, its affiliates and subsidiaries
and their officers, agents and employees from losses, claims, suits, actions, expenses, damages,
costs (including court costs and attorneys’ fees of the University’s attorneys), all liability of any
nature or kind arising out of or relating to the Contractor’s response to this RFP or its performance
or failure to perform under the contract awarded from this RFP. This clause shall survive
termination for as long as necessary to protect the University.

Insurance and Bonding

If awarded, bidder / proposer must provide NKU with an insurance certificate listing NKU as a
certificate holder and additionally insured.

Northern Kentucky University
617 Lucas Administrative Center
1 Nunn Drive

Highland Heights, KY 41099

The Contractor shall furnish the University the Certificates of Insurance and guarantee the
maintenance of such coverage during the term of the contract. The Contractor shall provide an
original policy endorsement of its CGL insurance naming Northern Kentucky University and the
directors, officers, trustees, and employees of the University as additional insured on a primary and
non-contributory basis as their interest appears. Additionally, the Contractor shall provide an
original policy endorsement for Waiver of subrogation in favor of the Northern Kentucky University
its directors, officers, trustees, and employees as additional insured.

Our basic insurance requirements are:

Workers’ Compensation insurance with Kentucky’s statutory limits and Employers’ Liability
insurance with at least $100,000 limits of liability.

Comprehensive General Liability (CGL) Insurance the limits of liability shall not be less than
$500,000 each occurrence for bodily injury and $250,000 property damage.
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Comprehensive Automobile Liability Insurance: To cover all owned, hired, leased or non-owned
vehicles used on the Project. Coverage shall be for all vehicles including off the road tractors, cranes
and rigging equipment and include pollution liability from vehicle upset or overturn. Policy limits shall
not be less than $500,000 for bodily injury and $100,000 for property damage.

Excess liability insurance in an umbrella form for excess coverages shall have a minimum of
$1,000,000 combined single limits for bodily injury and property damage for each.

If accessing NKU Student, Employee, or other personal records, vendor needs Security and
Privacy Liability Insurance with limits no less than $1,000,000.

If accessing NKU Student, Employee, or other personal records, vendor needs Evidence
Breach Response Services coverage with limits no less than $5,000,000.

Method of Award

It is the intent of the University to award a contract to the qualified offeror whose offer, conforming
to the conditions and requirements of the RFP, is determined to be the most advantageous to the
University, cost and other factors considered.

Notwithstanding the above, this RFP does not commit the University to award a contract from this
solicitation. The University reserves the right to reject any or all offers and to waive formalities and
minor irregularities in the proposal received.

Reciprocal Preference

In accordance with KRS 45A.494, a resident offeror of the Commonwealth of Kentucky shall be
given a preference against a nonresident offeror. In evaluating proposals, the University will apply a
reciprocal preference against an offeror submitting a proposal from a state that grants residency
preference equal to the preference given by the state of the nonresident offeror. Residency and
non-residency shall be defined in accordance with KRS 45A.494(2) and 45A.494(3), respectively.
Any offeror claiming Kentucky residency status shall submit with its proposal a notarized affidavit
affirming that it meets the criteria as set forth in the above reference statute.

An affidavit is provided and attached, for your convenience to this RFP.

Reports and Auditing

The University, or its duly authorized representatives, shall have access to any books, documents,
papers, records or other evidence which are directly pertinent to this contract for the purpose of
financial audit or program review.

Confidentiality

The University recognizes an offeror’s possible interest in preserving selected information and data
included in the proposal; however, the University must treat such information and data as required
by the Kentucky Open Records Act, KRS 61.870, et seq.
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If the offeror declares information provided in their response to be proprietary in nature and not
available for public disclosure, the offeror shall declare in their response the inclusion of proprietary
information and shall noticeably label as confidential or proprietary each sheet containing such
information. Proposals containing information declared by the offeror to be proprietary or
confidential, either wholly or in part, not excluded by the Kentucky Open Records Act, KRS 61.870
may be deemed non-responsive and may be rejected.

The University’s General Counsel shall review each offeror’s information claimed to be confidential
and, in consultation with the offeror (if needed), make a final determination as to whether or not the
confidential or proprietary nature of the information or data complies with the Kentucky Open
Records Act.

Conflict of Interest

When submitting and signing a proposal, an offeror is certifying that no actual, apparent or potential
conflict of interest exists between the interests of the University and the interests of the offeror. A
conflict of interest (whether contractual, financial, organizational or otherwise) exists when any
individual, contractor or subcontractor has a direct or indirect interest because of a financial or
pecuniary interest, gift or other activities or relationships with other persons (including business,
familial or household relationships) and is thus unable to render or is impeded from rendering
impartial assistance or advice, has impaired objectivity in performing the proposed work or has an
unfair competitive advantage.

Questions concerning this section or interpretation of this section should be directed to the
University purchasing agent identified in this RFP.

Extending Contract

The offeror’s response to this RFP must state whether or not the offeror will permit the use of this
contract by other Universities, state agencies, public and private institutions in the Commonwealth
of Kentucky. An answer to this issue must be submitted within the response.

Personal Service Contract Policies

This RFP is for consulting or other personal services. Kentucky law requires a Personal Services
Contract to be signed by the vendor and filed with the Legislative Research Commission in Frankfort
prior to any work beginning. KRS 45A.690 defines a Personal Service Contract as “an agreement
whereby an individual, firm, partnership, or corporation is to perform certain services requiring
professional skill or professional judgment for a specified period of time at a price agreed upon.”

After Determination but prior to award, a Personal Services Contract will be sent to the winning offeror
for signature. Please be sure to sign and return the original contract promptly to Northern Kentucky
University. A Notice of Award will not be issued until the signed Personal Services Contract has been
received by Procurement Services and filed with the Legislative Research Commission in Frankfort,
KY.
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REGARDING PERSONAL SERVICE CONTRACT INVOICING

House Bill 387 has now amended Kentucky Revised Statute 45A.695(10)(A) with the following
language, “No payment shall be made on any personal service contract unless the individual, firm,
partnership, or corporation awarded the personal service contract submits its invoice for payment on
a form established by the committee”. The Personal Service Contract Invoice Form shall be used for
this purpose and for you convenience we have added fields so that it can be filled in online and
printed. This form can be located on NKU's Procurement Services website at:
www.Irc.ky.gov/statcomm/contracts/PSC%20INVOICE %20form.pdf
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